Standards Functional Safety and Risk Assessment =] |
EN ISO 12100, ISO 13849 and EN IEC 62061 THE SPIRIT OF SAFETY

EN ISO 12100 EN ISO 12100
Risk assessment and risk reduction Risk assessment based on the following risk parameters for each danger zone

Risk assessment For more information on Probablllty of occurrence
Clause 5 laws and standards: Frequency and duration
Webcode: : 1 q of exposure to the hazard
START i Jnessut Risk IS Severity
www.pilz.com with regard a functlon of the possible injury + Likelihood
The following versions of the to the hazard f that results from the hazard of the hazard occurring
to be considered (9) to be considered
. . standards have been quoted:
Risk analysis ENISO 12100 2010 Avoidability
ENISO 13849-1  probably 2023 or limit

EN IEC 62061 2021
Determination of the limits of machinery
space, time, environmental conditions, use

Clause 5.3

1 1SO 13849-1 EN IEC 62061

Hazard and task identification

fogalliiseyeislandeporttolmossy P Yes Safety of machinery — Safety-related parts of control systems: Safety of machinery — Functional safety of
OISR el 2 Part 1: General principles for design safety-related control systems
Separate
for each risk . . .
2 PL_and SIL determination for each safety function
Risk estimation . . . . . . .
. . : . Determination of the required performance level (PL) Determination of the required Safety Integrity Level (SIL)
Severity, possibility of avoidance, frequency, duration r
Clause 5.5 Low contribution to risk reduction Frequency and Fr Fr Probability of Pr Avoidance  Av
P, > a duration >10min <10min hazardous event
F1—>[ > 1 perh © 5 Very high ©
P ——— .
S1—>[ 2 = > b - <1 perhto 5 4 Likely 4
Fz—>| Required > 1 per day
P, <
p—— 3 C |= performance level < [PErERIT 4 3 Possible 3 Impossble 5
Risk evaluation Starting point F1—>| (PL) > 1 per 2 weeks
in accordance with C standards or risk estimation for Sz{ P o > d <1 per 2 weeks to 3 5 Rardy > \ Possible 3
. " > 1 per year
Clause 5.6 Kk t Fo=—p E % |
risk assessmen P > <1 per year 2 1 Negligible 1 Ukely 1
lA No ] o High contribution to risk reduction Consequences Severity Class Cl = Fr + Pr+ Av
> S-Severity ofinjury Se 3 4 5 6 7 8 9 10 1112 13 14 15
S, = Sllglht (normally reyer&blg |nJulryl) . ' Death, SIL 1 SIL2 SIL2
Has the risk S, = Serious (normally irreversible injury including death) losing an eye 4
been adequately reduced? » I SITENAL PLOfLe  Prd PLd PLe PLe
glauseYG f Yes » Clause 7 » F - Frequency and/or duration of exposure to a hazard Permanent injury, oM SIL1 SIL2 -
F, = Seldom to quite often and/or the exposure time is short losing fingers 3
l F, = Frequent to continuous and/or the exposure time is long PLa PLb PLc PLd PLe
Reversible injury, oM SIL1 SIL2
END » P - Possibility of avoiding or limiting harm T 5 No SIL. (or PL)
No P, = Possible under specific conditions required PLa PLb PLc PLd
P, = Scarcely possible Reversible injury, oM SIL1
Assess measures independentl first ai 1 M: Other M
[.] : P Y Determination of the parameter P — A B C rstaid OM: Other Measures PLa PLbPLC
and consecutively Factors r gl
Use of the machine by Skilled person Unsll<illed person : Example for calculating the class Cl:
Risk reduction Speed of the part that can Low or very low speed event | Medium speed event High speed event For a specific hazard with an 'Se' assigned as 3, an 'Fr' as 4, a 'Pr' as 3
Clause 6.2-6.4 v Jy—— alisale & REZElC LS EuRl andan'Av'as5then: Cl=Fr+Pr+ Av=5+4+3=12
— hazards G Spatial possibility to withdraw Possible in more or equal Possible in less than Not possible
e generated? from the hazard to 50 % of the cases 50 % of the cases
the hazard n Yes Possibility of recognition of the hazard/ | Possible in more or equal Possible only in less than | Not possible
BB FETIEER l awareness of the hazard to 50 % of the cases 50 % of the cases
No Complexity of the operations Low complexity or Medium to High
Risk reduction by . Is the no interaction complexity
inherently safe design measures > . |ntendecll - Yes —p if "C" is selected OR "B" is selected at least 3 times; avoidance "P2": # ,C* >=1; #B* >=3 = P2 » A low probability can reduce
Clause 6.2 fisireduction 4 if "C" is not selected AND "B" is selected at most 2 times; avoidance "P1": # ,C* =0 AND #'B* <=2 = P1 the PL, by one level
achieved?
Can
the risk be ?
reduced by inherently safe Yes

design measures?

N*l No 3 Calculation of the safety function (e.g. with PAScal®)

Necessary safety performance data

No ISO 13849-1 D Unit type EN IEC 62061 D

Data provided Data to be determined Data provided Data to be determined
2 by the manufacturer by Designer by the manufacturer by Designer
PFH, PL - Units with internal diagnostics Safety control, PFH, SIL, T,, -
v Risk reduction Category, T, safety relay
Cf’"” by technical protective Does the MTTF, DC, CCF, Units Components Sensors MTTF,, Ay, Ag DC, CCF,
the risk be (MEEEITES ielizeive Integration . e . Category without not subject to wearing Subsystem type
reduced by guards and ——Yes=> Implementation of =g measure depend  —mYes =p of ISO 13849/ == intended risk reduction = yeg —pA internal
other safeguards? complementary on a control EN IEC 62061 achieved? . h
diagnostics i ,
O T system? B10, DC, CCF, g Wltlh Emergehcy stops, relays, B10,, Ay Ag DC, CCF,
Category, Ny, wearing switches, valves Subsystem type,
Clause 6.3 components N,

3

No

‘ No Yes

¢:

PAScal® calculation tool

. Risk reduction by Is the q q q q
Can the limits No information for use i terdadirisk reduction From the machine ... ... to the safety function ... ... to their assessment in PAScal.
be specified again? E— . —
Clause 6.4 achieved?
1 I— PSEN 2.1p Contactor
’io B SENSOR PNOZ s4 ACTUATOR J| ™
r--4-F-r--1 RESETE--
Yes > PILZ 2 @s 1 —
> ! ! LOGIC
! I { ! / on
: % 1 ) 3.3.1.1
| | i1 ——
et Y SENSOR ACTUATOR
Definition 124VDC 124vDC i
N O e Modelling
of the safety r LS. in PAScal
functions s 0T b S2 1
I ] pom T
' pILZ %::2 ;f@;; Sl 3.3.2.1
| out T T
G|ossary of terms ; 5= @0 PSEN 2.1p Contactor
» Architecture » Diagnostic coverage (DC) > A » Performance level, ) Safety Integrity Level (SIL) Kt u K2
Specific configuration of hard- Measure of the effectiveness of Safe failure rate required (PL) Discrete level (one out of a Jovoe
ware and software elements in diagnostics, which is detemined Performance level (PL) in order possible three) for describ- i i i i
a safety-related control system as the ratio between the failure » Mission time to achieve the required risk ing the capability to perform a sl IRl ETiEien e s lnetens Validation of safety functions in PAScal
(SCS) rate of detected dangerous Period of time covering the reduction for each safety safety function where SIL 3 has with EN I1SO 12100
failures and the failure rate of intended use of a safety-related function the highest level of safety
»B,,, total dangerous failures part of a control system integrity and SIL 1 has the
Number of cycles of products » PFH lowest
before 10% of the product »DC,, > MTTF, Probability of dangerous failure
range fails “dangerously” Average diagnostic coverage Mean time to dangerous failure per hour » Safety-related control Specification of categories _ examp|es of solutions
system (SCS)
) Category > Fault > Np » Risk Part of the control system of a
Classification of the subsystem Abnormal condition that may Mean frequency of operation Combination of the probability machine which implements a Category B,1 Category 2 Category 3 Category 4
in respect to its resistance cause a reduction in, or loss of, per annum of occurrence of harm and the safety function by one or more W |
to faults and the subsequent the capability of a functional unit severity of that harm “subsystems” :
behaviour in the fault condi- to perform a required function » Performance level (PL) OSsD1 4 @e -
tion which is achieved by the Discrete level to specify the ) Safety function » Subsystem , """" @E‘
structural arrangement of the > A ability of safety-related parts of Function of the machine whose Entity of the top-level architec- 0OsSsD2 | * ‘
parts, fault detection and/or by Average probability of failure control systems to perform a failure can result in tural design of a safety-related ¥ i :
their reliability safety function under an immediate increase of system where a dangerous
> A, foreseeable conditions the risk(s) failure of the subsystem results
» CCF Dangerous failure rate in dangerous failure of a safety The solutions illustrated here are provided purely by way of example.
Common cause failure function
Probability of a dangerous failure per hour — comparison PL /SIL
The measures outlined on this sheet are simplified descriptions and are intended to provide an overview of the standards EN ISO 12100, ISO 13849-1 and EN IEC 62061.
Detailed understanding and correct application of all relevant standards and directives are needed for validation of safety circuits. As a result, we cannot accept any liability for omissions . . q .
. A . Performance Level (PL.) in accordance with ISO 13849-1 Safety Integrity Level (SIL) in accordance
or incomplete information. 1
with EN IEC 62061
Relationship between the categories DC, MTTF_ and PL t C 6206
PFH,
10+ Safety Integrity Level Probability of a dangerous failure per hour (PFH)
a Performance Level
10 [ | —
b 3 years
3x106] == | | 3 10® < PFH < 107
Range of plant and PAScal® Safety Calculator — Calculation software c 10 years
. . ip s . 10 —
machinery lifecycle for verifying functional safety p LI | | e 2 107 < PFH < 10
services Determine the safety levels of safety functions with ease — with the 107 y
We support you in the optimum Safety Calculator PAScal you have a handy calculation tool to verify - MTTF, = low, Bl MTTF, = medium, MTTF, = high L1100 1 10 < PFH < 10°
global application of safety strategies. functional safety in accordance with EN ISO 13849-1 and EN IEC 62061. P L L . . years . =

Cat. B Cat. 1 Cat. 2 Cat. 2 Cat. 3 Cat. 3 Cat. 4*
DC.y DC.y DiC DC.y DiCy DC.y DiC
=none =none = low = med. = low = med. = high

Achieved PL = PLr?

*In Cat. 4, MTTF, up to 2,500 years is possible
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Achieved SIL = required SIL?
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